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“PKCS#11 seAEE" 5 EEE (FINERER)  BRAFFEETES RIRIEDRESN - I EH RSA HERE A1
HYABHEHERINERELE (PKCS)TER 11 IHARIIE#ACE S MEFEERIARAS » M EIEES FIPS 140-2 55 =4 ekLL £/

a7
n/yl::{uﬂ °
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d) KBRS Rz 2 Ze g F A -

“ERARE EEENAERTER -

RBTETR AW > OIHBBEEI2RIINEESENZ AREHESUKE  MEAEEZETAREEA
A BS B UGS EE -

49
HFAHNEEE KaslFEAER]
2005 11 H1H

-
(:/hw,‘rmg/hl.'o-Coﬂ
YIRS ¢ 1.3.6.1.4.1.16030.1.1.53 SARAWFEN



Hi#% B

ffifsk B - FAEEETREIEI

AHfsEapalt P45 “Hongkong Post e-Cert CA 2 - 157 K “Hongkong Post e-Cert CA 2 - 177
BEANGEEE A S E T ER - AT R B S E B M th 4855 E SRS AL S E
SERZRAVE T ERE > FHREETHEE LS H IR 552 ECR N8RS » &
el AE BE R A AL S E 2 2R

) BFEE (EAN) BX

1.1 fEJFEE “Hongkong Post Root CA2” Z°F

DL Ay FH A B P 42 55 3 "Hongkong Post e-Cert CA 2-17"#5 &R Fag & (A -

A 275 L AARNES
EFEE (EA) [BHFRESBRALNETES (EA)
TZEXEMH (Standard fields)
KA (Version) X.509 V3
FF3% (Serial (FHEEEB AR E N — e+ 7 H T
number)
HEEREA Sha256RSA
(Signature
algorithm ID)
A (Issuer) cn=Hongkong Post Root CA 2 -17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
BREH AER Not ([HEBEE AFAEARUTC HHE]
(Validity period) [before)
AER Not ([FHEBEEAGARENUTC K#HE)]
after)
Ea 2 en=[EBG IR (D en=[FHEGHEEERA] (D
(Subject name) e=[EBFEFEHMIE] (i) e=[BFEFEHAIE] (i)
ou=[FEASFRIR] (fizx3) ou=[BELASFELEI] (HE3)
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert (Personal/Minor) (kfz:
c=HK £
c=HK

FHBABFUEREER (Subject | B3R (Algorithm ID) © RSA
public key info) ANEHBEERL (Public key) © ZEHBRLE R A5204841 7T

S ARG (Issuer ENELE!

unique identifier)

BEC AR (Subject ENEI

unique identifier)

TR ZE{RIRAL (Standard extension) (fftsES)

WL |BHA cn=Hongkong Post e-Cert CA 2
illpoyi: (Issuer) o=Hongkong Post
(Authority Key 1=Hong Kong
Identifier) s=Hong Kong
c=HK
9% (Serial |[{E5H ARERY
number)
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WfrTE L IAREN]
ErEE (EA) [BHTFRESBRAENETRSE (EA)
FHSRLE AT AEER  BIEEHE  FUERInE
7% (Key usage) Bk “BRSE” Wfi)
BEBCR Policy Identifier = (¥{4s8AIES] (Hfk 6)
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [f%z8EZEAEAIEYURL)
FREHI4 DNS [EHNERE G FEGRE] (HE10)
(Subject rfo822 EERA NET IR ()
alternative name)
FH AR ENEd
(Issuer
alternative name)
AR TREE  (|(RAER
(Basic (Subject type)
constraints)
PERRER |f
1 (Path
length
constraint)
B R SSL Client, S/MIME
RJ5%
(Extended key
usage)
HERAE Sy 3R = [FEEREE BB URL] (s
78 %&E (CRL
distribution
point)
Netscape ZE{E#{iz (Netscape extension) ([fiEs)
Netscape :BE5HA (Netscape | A<(5 FH
cert type)
Netscape SSLAEIAR 8 447% REH
(Netscape SSL server name)
Netscape =¥ (Netscape P
commen
DL Ay F A B+ 4255 3 "Hongkong Post e-Cert CA 2-157%5 B Frg & (AN “HF%
ﬁ)i 2 -
i 278 L {ARNES
TZEXEMH (Standard fields)
R4 (Version) X.509 V3
F5% (Serial (& BEE A S B — LT+ R
number)
H#E BB Sha256RSA
(Signature
algorithm ID)
A (Issuer) cn=Hongkong Post Root CA 2 - 15
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
BREH AER Not ([HEBEE A4 EAVUTC K]
(Validity period) |before)
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i

WA

AER (Not |[HEBE LMK EAUTC R
after)

FHLTE
(Subject name)

en=[EARGEEHEHA] (D
e=[EETFEFEHIE] (i)
u=[SELASFEE®IE] (3)

-Hongkong Post e-Cert (Personal)

c=HK

FRENAFEEEER (Subject B35 (Algorithm ID) : RSA

public key info) NFABHERL (Public key) © ZBHBRLE R A2048A17C
FH AR [ssuer ENEE

unique identifier)

BEo NSRRI (Subject FNESE

unique identifier)

TEEZE (AL (Standard extension) (Fffz:s)

RS [BHEA cn=Hongkong Post e-Cert CA 2
B425% (Issuer) o=Hongkong Post
(Authority Key 1=Hong Kong
Identifier) s=Hong Kong
c=HK
9% (Serial  |[#/£88H ABRFENT)
number)
FHERLERJT NEERD » BHHE
7% (Key usage) (HtiEs “BASE” WAL
BEDUE Policy Identifier = [k AN (s 6)
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [fZE& /£ 2EHINTURL]
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 7)
Policy Qualifier Id = User Notice
Qualifier : Notice Text=[ B3 17 2.4mHH] Note 8)
Policy Qualifier Id = CPS
Qualifier : [Zs8{E%2ERIFIURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (Note 9)
Policy Qualifier Id = CPS
Qualifier : [Zs8{E-2ERIFIURL]
FREHI4 DNS [N E A S IR (HE10)
(Subject rfc822 GEERFA BT ()
alternative name)
R AR ENE
(Issuer
alternative name)
EARTRA] THREN  (|(RSER
(Basic (Subject type)
constraints)
BEREER |
i (Path
length
constraint)
(R RERL(E SSL Client, S'MIME
3 paprs
(Extended key
usage)
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WAz 5278 i IVAZNEA
HEREE SrEEBLATE = FEERBYEE S BURL] (is12)
78R (CRL

distribution

point)

Netscape JE{ER#fL (Netscape extension) (FizEs)

Netscape FFE3EAY (Netscape | A
cert type)

Netscape SSL{EIRES %478 FfHEA

(Netscape SSL server name)

Netscape f#zE (Netscape FNESE

commen
BraE:
1 FREE A ZE RS0 TR - #ER (KRB + %4 (140 CHAN Tai Man David )
2 HEE ARV E FEFa b (AN FEEFEFEILAE > IS ) ZE FEREEREE -
3 BEEASEZRER © 10 V8T
4. “e-Cert (Personal/Minor)”  Frr HIgE A ESE HEEERF AR 18 3% ( RAMGEEMEZEERAISE 3.1.1.21%) .
5 ERIESINERH - BT A A (A i K2 Netscape JEfRMzI9 R “JERESE”  (Non-Critical) ZE{HRL -
6 AR IS AL S 2 A R (4358 BIHE (Object Identifier, OID) » BEFAASAERIAIHIA- % FINE » 55 SR AHERIEE
1.1 {6 -
7. ARFEIEI—(E B alasE RS OIS - DLk & B el s R i 25 HAReE -
8. AREIEII— (BRI T 25 5 RS E SN BT T S - R A ESCY A E S IR REFEAm
Sy E% T MRS e E RIS A" FrEENSmHEZ ) -
9. AARE S II—{#E 7 Adobe PDF % &9 4% BIHE -
10. 55 A E B (55 (EIERETE RS (UL hkid number Fom)E e a5 AR A ZiBRL S 2 Lk
—HEREE (DL cert_hkid hash Fm)18 » EAEE
cert_hkid_hash = SHA-1 ( RSAwmittey, 1 ( hkid_number ) )
SHA-TRs— 5 R BT RSARI Ry 3 bR 8L
EARBZEISEAYEE T > hkid number Al S SE BUR FTNREIZB % - WELE S BNE B (5550
HEEZEE SHA-1 ( RSAvwineter, s (hkid number ) ) » ZFEZEEUE S in A S E AT E AL -
1.  PEERPYEEZEE URL B hitp://crll.eCert.gov.hk/erl/eCertCA2-17CRL1<xxxxx>.crl, HHF1458E"Hongkong Post e-
Cert CA2 - 17"FT8EH » H <xxxxx> By KEFBEHELAES - B8 5 HEFHFRNTE - (FE2019F7 A 1
H > missHiVseERES 58 47355 URL A http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL1 <xxxx>.crl) o &
R A T B GEERENERE - B RS EENER gEZEE UEREEE SR M
AL NFERHE E S B E RS BB A
12.  EBEWEHE B 888E URL B http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1<xxxxx>.crl, FHHR 455" Hongkong Post e-

Cert CA2 - 15"ATH - Hp <oxxes By EEBHEAGESE > B8 5 EBFHF/FTE - - (§E2019F7H
| HZ Figs HATEEREY )5 8 5y %885 URL B http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxx>.crl )o &
EEAMMS T AEREEREEE - U REEEEENER 28T "SEREES S5 ©
NN E > B E R E BN A -
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2)

BETES () B

2.1 fRJFEEE  “Hongkong Post Root CA2” Z°F

DL 2 F A B P 42 55 3 "Hongkong Post e-Cert CA 2-17"#5 B Fre s (B -
i i AR
FEXER (Standard fields)
R4 (Version) X.509 V3
FE5% (Serial number) [FHE AR AR BN AT 7S HE T
H=2E 3 (Signature sha256RSA
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
EXHE (Validity period) | REH Not  |[HHE B L2405 EATUTC HER)
before)
Z:@E/Q\ (NOt EE%/%;@B&?Z %ETUTC H—j‘ﬁzﬁ
after)
F BT (Subject name) en=[FZMEF P L4 ()

e:[?-é%ﬁrﬁ%ﬁﬁtﬁt] (HE2)
u=[SELASERIR] (iE3)
ou=[(FFES LB RIR T B2 E R+ HEEE S
it4)
u=[EECAEAEATH] (isEs)
u=[SEC AR 1T T8 ()
0= Hongkong Post e-Cert (Organisational)
c=HK

X2
EE

E4RIR+HAM]

FRENFERIBREER} (Subject public key

B (Algorithm ID) : RSA

identifier)

info) NBHEERER (Public key) © ZHERCEE F5204801 7T
B A SRA1-2%8 ssuer unique identifier) |A(HH
B ASRAI44 T8 (Subject unique HAd

TEAEZE{iMAL (Standard extension) (fts6)

HERR B HEREERAIZRE |3 A (ssuer) [cn=Hongkong Post Root CA 2,
(Authority Key Identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
9% (Serial  |[(f3H ABEIERT
number)
FUEREFERI 774 (Key AEE > BIEEHRE > BUSRnE
usage)
(BEWR “BREE™ WRfL)
FBEBOR (Certificate Policy Identifier =[¥{FaA85] (Hisx 7)
policy) Policy Qualifier ID = CPS
Qualifier : [fZz8{FHEAERIFIURL]
E88H& (Subject DNS [0- 105 FE FH4REE] (Hx10)
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WAz 5278 i VA EA
alternative name) %£—H ﬁ%fﬁ u=[SEC AR R S AAE] (sEs)
(First u=[ B AR ST/ TR S48 ises)
Directory
Name)
1fc822 FEEFRFAAEFEFAEMIE (i)
ZH A R4 (Issuer ENESEE!
alternative name)
FHARTES] (Basic AR R B
constraints) (Subject type)
PR EEIRE] |4
(Path length
constraint)
EMPEBRERTTA SSL client, SMIME
(Extended key usage)
BERERE SR SRR = FEEREHE B HBURL] (D
(CRL distribution point)
Netscape ZE{E#{iz (Netscape extension) ([ffi6)
Netscape =5 =487 (Netscape cert type)  [R{EHH
Netscape SSL{E]ik 2848 (Netscape SSL | fHH FH
SErver name)
Netscape s+ (Netscape comment) FEHEAH

DL 4308 FH 7 B A 475 2 "Hongkong Post e-Cert CA 2-15745 1 /& 175 &

(B D “ TR

Fiﬁ » :_
WELZ WELAE
XM (Standard fields)
R4S (Version) X.509 V3
5% (Serial number) [HEBE B ARSSE N o /SR
FEH A (Signature sha256RSA
algorithm ID)
B (Issuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
FREA (Validity period) |RER Mot |[HHEBEE 2405 BAYUTC B
before)
FEFR Not  |[HEBEBAKSENUTC 5]
after)
F BT (Subject name) en=[¥ZREF PaE24] (e
[Ea%ﬁfﬁ%ait{zﬂt] (WfsE2)
u=[SFLASERIR] (i3)
ou=[(FFEBLH BRI FSEREID T M T/ S EFmIT+HAM]
a4)
ou=[BEC ABREATH] (ifses)
U= 50 AR T/ERF I AAE] (ses)
o= Hongkong Post e-Cert (Organisational)
c=HK

ERAFIEUGREER! (Subject public key
info)

HE =030 (Algorithm ID) : RSA
AABHESTSRL (Public key)  HTERE RRERI0BHLTTE
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identifier)

s Ay s AR
B A% 71-4478 (ssuer unique identifier) |AfEHEH
BEC NSkA1447E (Subject unique HAFE

TEAEJE (AL (Standard extension) (fzk6)

WSR2 g |SH A Jssuer) |cn=Hongkong Post Root CA 2,
(Authority Key Identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
ok (Seral  |[(f3H ABEIER
number)
FHGRLERJTA Key NEER  HHEEHE
usage)
(BEiRA “BRSE" AL
FBEBUR (Certificate Policy Identifier =[#){38k 65 (Hfsx 7)
policy) Policy Qualifier ID = CPS
Qualifier : [FxasExEZEHITURL]
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 8)
Policy Qualifier Id = CPS
Qualifier : a0 RS 31 T/EB T Hh SC4TH]
Policy Identifier = 1.3.6.1.4.1.16030.1.4(Note 9)
Policy Qualifier Id = CPS
Qualifier : [BECAMERESTTT/EF TR L 4HE)
FREHI4 (Subject DNS [0-10%FE FEFI4RIE] (Ik10)
alternative name) B—E SR |ou=E0 AR SRR (i)
(First ou=[ L AMRE ST T/E P TR SCATE] (hifses)
Directory
Name)
1fc822 FEEFFA ANE T (i)
B A R4 (Issuer ENES:
alternative name)
EATRA (Basic A A E S
constraints) (Subject type)
PERRRREFRA |fi
(Path length
constraint)
EERRERITA SSL client, SMIME
(Extended key usage)
EEROEE SRR SRR = (REEREHE Y EEURL] (k1)
(CRL distribution point)
Netscape ZE{HH#{iz (Netscape extension) (fftz:6)
Netscape =5 =385 (Netscape cert type)  [R{EFH
Netscape SSLEIAR #4478 (Netscape SSL  [R{EH
Server name)
Netscape =¥ (Netscape comment) N

ik

1. PR PR 30 - 48 (K55 + 4 (130 CHAN Tai Man David )
2. IERFATRIEAVETEFE L (VYA ETEREAL - SR e A ) » R E T IR R -

EBEBE T
202511 H 1 H

G ESEAER]

YR BIRE ¢ 1.3.6.1.4.1.16030.1.1.53
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10.
11.

12.

B \SBEYE 10 T8

‘FSEEECAEE WYY WL . — 5 16 (LT (SR SRE RIS E R M2 RZ( 07 )] - ARIE
HRTHS f 3% HRVRE B SC ORI DUV PGSR S aCaERIA - HIl "R 8l &Rt WL g G fEhm s R Aty
—& S UBF/FRIRBESEESERRER 8 (HZ('0") - “FEMEEE / SEcEE ML —5 8 BT/ T
CansEmias s / BaciEmat VT 8 (U Br/v 1 > @wytaTEZ( 0" ) - WEEENREEE / S EwmIt - M e
BEC0 ) AR AREBES" > MEAZ( 0" )Y, “HM" i —F&% 30 BF/FE WA - &
ARPITTHEBUFEFT. “BESacmt K S / BaiE M e "07 ) o BFIERE (Bl
HKPO (UEREBEBOEIA “HAL" WL - 5 CAREBERRRE) (5 637 %) M A" AIREBEE I
i HeEME SRt g “HA” R -

BT ARBE SR S - THELAYAAHE = CHINESE NAME ONLY*** | H#7aEE Rt r 8L S0 208 o fE(EA]
BT E B AR T P SR I BB R BUX AT G T AR R #4255 — H #4478 (First Directory
Name)fifir BT (RARGE (ESEAERISS 3.1.1.6 7)) - i U ZHER AT ISO/IEC 10646 BUIRRARBHEITAE -

FRIESIINERT - AT RAE A (i 5 Netscape ZEHL SRy “JERASE” (Non-Critical) EfHHRfL -
AR E S AL (E S AEI) 43R A (Object Identifier, OID) « BHIAAAERINHAERAIAS - sESRAEAIZE 1.1

fif -

AMHESE I — (8 EE256 & RIS ) (R8s - ARSI & Eadst & Rs M3 e -
AHAEIGI—(E 2 HF Adobe PDF #0718 -

FrEEM P 2R e ERmISE eI ETER - (R H)

SBEPYE B4 82 8E URL B http://erll.eCert.gov.hk/erl/eCertCA2-17CRL2.crl » JH: By 48553 "Hongkong Post e-Cert CA
2 - 1T"FrE I T EIREEERENEE - (5 2019 £ 7 B 1 HZ A HEEREYERE %5 URL &
http://crl].hongkongpost.gov.hk/crl/eCert CA2-17CRL2.crl ) »

SBEPYE B4 22 EE URL B http://crll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl » i By 48552 "Hongkong Post e-Cert CA
2 - 15"FTEE A T B EE RSN ERE o (BE 2019 £ 7 B 1 HZ AT HAEERE AR %% URL &
http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) »
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3) BTEE (RE) B

3.1 fRJRsE¥ZE  “Hongkong Post Root CA2” 2T

DL A58 FH A B+ 4258 3 "Hongkong Post e-Cert CA 2-17"35 I/ a3 (fR% ) -
L | [BRAL P
1Z#EMH (Standard fields)
R4S (Version) X.509 V3
F#5% (Serial number) [HEBE B A E N — ol /S EHET
2R (Signature sha256RSA
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
AREA (Validity period) | REFS Wot  |[FHEBEEALLERTUTC HFiE)
before)
FER Not  |[HEBEBEASENUTC ]
after)
FREZAE (Subject name) en=[FZREBEALATE] (WD)
e= [ea%ﬁfﬁ%aﬁtﬁt] (WE2)
u=[EEASFBLRIE] (3D
ou=[FEE S LR R s/ Bl E mIT+ HA) ()
u=[E 5 AR ATE] (fats)
u=[ 550 AR 53 1T I4T8) GsEs)
0= Hongkong Post e-Cert (Encipherment)
c=HK
F R A\FHREUERLEOR (Subject public key |Ei=XE%51 (Algorithm ID) : RSA
info) ABRZHERE (Public key) © ZATERE RIS F52048(iL 7T
R4S (Issuer unique identifier) |AfEH]
BEC SRR (Subject unique PRES]
identifier)
R (AT (Standard extension) (fifs:6)
PR IERE SR 28 |8 A  ssuer) [cn=Hongkong Post Root CA 2,
(Authority Key Identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
9% (Serial  |[(f3H ABEIER
number)
FEHRRLE )77 Key B s mSRLnE
usage)
(WA “BREE" fRfir)
FEBUR (Certificate Policy Identifier = (#2455 HIEE] (Kfzx 7
policy) Policy Qualifier ID = CPS
Qualifier : [(fz=8/EZEAERIATURL]
FERHI4 (Subject DNS ENEEE!
alternative name)
1fc822 FEERA ANETEFEIE] (i)
FHAR4 (Issuer ENES:E
alternative name)
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L WAL AE

EATRF] (Basic TR R ERE
constraints) (Subject type)
PR R REFRA |fie
(Path length
constraint)
ISR EE A A SSL Client, SIMIME
(Extended key usage)
HEREE B BRI = (BERSEE S RURL] (i)
(CRL distribution point)

Netscape ZE{ER#fL (Netscape extension) (Fiz6)

Netscape FBEEAY (Netscape cert type) | A{HEH

Netscape SSLEIARkE3 4478 (Netscape SSL  [R{EH

Server name)

9

Netscape fFs: (Netscape comment) (fizr  |[AR({dH

(iE=

L.

2
3.
4

© =Ny @

TR MRS > P B 47
FRE BN TP AL ATEE T E btk
B ASERE - 10 BT
“TAETELAEERTT WAL 5 16 U BT/ (RSt E R > M AZ( "0" )Y, "M
£/ BEEE WAL —8 AT/ ER (TS E / BB 2T N 8 (LB F/=E FFEZE( 07 )
WM E / SR EREY > MU RZ( 0" ) WR"AEREMAS" > M2 AZC 07 )], “H”
WAL —Hw% 30 UEF/FH @A) - EAERITTERIEBIFEIT Y “PEEERET & FHMSE / 85l
= B2 AZEC 07 ) » SRS (B0 HKPO RFEFAEEOG A “HAM™ BiMr - 1R1% (BRABEEE
) (565 637 %) M A" AIRGHEAS I - HaMEBHEEITE A “H4" @M -
HAEH AR R S E S s e - A SIS (A EEAERIE 3.1.1.6 /&) -
FRIESINEDH > BT I E A fEMAAL K2 Netscape ZEMRMEMIE Ay “JERASE”  (Non-Critical) ZERRAML -
A E R AE R (F 35 5HE (Object Identifier, OID) o BEFNAE RV BIHE - 35S RIALERIEE 1.1 6 -
SN E B Y385 URL & http//erlLeCert.gov.hk/erl/eCertCA2-17CRL2.crl » [H: B 4555 "Hongkong Post e-Cert
CA 2 - 17"FrE Ay " &I EREYER - (5 2019 £ 7 B 1 HZ it E /ey 5B 545 URL &
http://crll.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl ) »
BT E - EHATCEY - DU AR NS SIARD S iSRG R EE A R > JIIDIBESCAR
PEEEEE H A RTEQ) #ENE 2 ETFEE TELAMERE & () S8 N (S EE » Kdi)
PSR NS RIS B I S s B LS g A R B NS oy © DU FE LR E
WEZREH 2 N (E R - ARIMVE IS E 2 SR 5528 T2 hitp://www.eCert.gov.hk 48 E%
EHE R EILEE R -
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http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://www/

Hi## C

fiigk C - BAEBEEEREA/SE(CRL) kEAE
BUXTEREH A E(ARLFE R

A% C 2 B F 485835 "Hongkong Post e-Cert CA 2 - 15" 5 "Hongkong Post e-Cert CA 2 - 17"Fr&s i AYEE
EEEERE - DU RS "Hongkong Post Root CA 2" Ffras H YT HERISN 735 BEAY B8 3t B AN Ze BRI AR
fﬁ o

AT R = I R T LAY N (LRSI A AR 09:15 ~ 1415 1% 19:00 CEDSAHIE
SETFGMT 5 UTC) BRI 01:15 ~ 06:15 K 11:00)) © 388yt SR AT L Akt S T T 1
AT BN

a) "B ZBERSNEE ) (Partitioned CRL) & & /3 4HHY E IR N SUERUIHE EHIERL - DA
ALk (URL)EHUHBARY " B E RS ER | -

1. HH P 485 Hongkong Post e-Cert CA 2 - 17"Frsg¢ HEBETF5E (HA):
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl
Hrp <oxxxs> RS S [HEFHFHNTS - (BL2019 %7 B 1 HZ A1 HE SR E B
%85 URL £ http://crl].hongkongpost.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.ctl)

. H4EsEE"Hongkong Post e-Cert CA 2 - 15"Frds N EF35E (EA) “HEIER
http://crll.eCert.gov.hk/crl/eCert CA2-15CRL1_<xxxxx>.crl
Hb <o REE 5 EETFETFRANTS - (FL2019 7 A 1 HZ i HEERE S8 S
%85 URL £ http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.ctl)

. B 4:53E "Hongkong Post e-Cert CA 2 - 17"Frsd HHE F:5F () KETHEE (%)
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL2.crl » (£ 2019 =7 H 1 H Z Fis HAVEEREN A B
4y 8¢ 8E URL B http://crl] .hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl )

iv.  H4s5E Hongkong Post e-Cert CA 2 - 15"Frad HHEE 735 (#08) “HIliR”
http://crl1.eCert.gov.hk/crl/eCertCA2-15CRL2.crl » (¥ 2019 47 B 1 HZ s Hi5 SR/ 5B
4y &M URL 5 http://crll.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl)

b) MBS ERSEE | (Full CRL) H& 45 Alld 4825 "Hongkong Post e-Cert CA 2 - 15" » "Hongkong
Post e-Cert CA 2 - 17"Fir#% HEVFTA I m g s fEEEE EZRIE R « AR5 B Ttz ik (URL) #
HY RS S EROE AR

i HH P 485 Hongkong Post e-Cert CA 2 - 15"Frg HAVEEE ¢
http://crll.eCert.cov.hk/crl/eCertCA2-15CRL1.crl B¢
1dap://1dapl.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)
ii. Hy 4252 "Hongkong Post e-Cert CA 2 - 17"Fr&¢ HAYEE = -
http://crll.eCert.cov.hk/crl/eCertCA2-17CRL1.crl B
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 17 CRL1, o=Hongkong Post, c=HK)

Lt ERSY R S T E M EREH SN E R AR AT EEN T E R A 88 | (CRL
distribution point) iz A EEBRAYrHE(URL) ERAHRE YRS SRS -
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http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL1.crl

EEE BT TBEBGHRENRER SRR ERSERE A - EAETHRMARED
5 T BBENECA] A ESE AR R0 o A S E R S A B AR - HAEBEERE
FERAMEBERBAAMER T » INEBE A E http:/www.eCert.gov.hk 2\ 7028 EREHE B -

BB R R AR B - 08 NS C A S E AR P e AV E R - BRI
FREEAEH TR AT EAE A RE 22 SR KA o SR 35 LH A SRR BE AT AL B TV

i, FRJEEEE"Hongkong Post Root CA2"Frgs sy rhdgsEE
http://crll.eCert.gov.hk/crl/RootCA2ARL.crl 5%
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

(D H94:5E " "Hongkong Post e-Cert CA 2 - 15"RIB A XERIE H AT E=0 N BB B S RN F A -

FRAERRAL (Standard Fields) | Ff#fi (Sub-fields) |73 EI=GEERGNE BAE S RENER |HE
L vARES LIVARNES

R (Version) v2 IR E RS AR =Y
RRA By X.509 55 —hK
ZBEERA (Signature sha256RSA IR R DA S B s B R
algorithm ID) BB AT RS
2 A (Issuer name) cn=Hongkong Post e-Cert CA 2 - 15, IR R 25 8 B 3% HH 3 RN
o=Hongkong Post, B BRIUIERE
1=Hong Kong,
s=Hong Kong,
c=HK
IEZREEHr (This update) [UTC HR] IR R A TG SR A A58
HH B EREH
NREH (Next update) [UTC ] FoR T REEE RS E H

RHYHIASZ g (N2
D o A GRERATH I 1%
s - RIS IFEAE AR
JE 0 RS R R

&
FHz8E (Revoked FIFs8E (User FEEFE] L I e B ST
certificates) certificate) i
s H A [UTC Hfi] DR B E 38 IR R
(Revocation date)
S EHES S A REHHAL (CRL entry extensions)
JRRHS (Reason | [fAEH EE FH 8 H5] 4GESD)
code)
FRAERE(RRfL (Standard extension) (P&t 2)
TR TS RLE | 47 2 (ssuer) cn=Hongkong Post Root CA 2 EEHE A R DL A F
(Authority Key Identifier) o=Hongkong Post, SE I ERN A BN
1=Hong Kong, RERYHC I A BAZEHERL -
s=Hong Kong,
c=HK
J79% (Serial number) |[5 B A FEEAF 5] [ L et NG 0 i iA
SR A S (CRL [FHIZEE RS E ] IR R E A B 4R
number) 8% 0 a4mRLUER IR EE -
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http://www.ecert.gov.hk/
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

HEEREAR T (Standard Fields)

T (Sub-fields)

oG E A
L vARES

RIS ERNAE
LIVARNES

et

253 a5 EE (Tssuer

distribution point)

[LL DER A= 4mi5
RS RIS EE S
£ (Encoded
CRL Distribution
Point)]

(BEMR “BRsE
LA

CREEA]

AR AR Ry FI G S A
B -

(ID  H4 4885 "Hongkong Post e-Cert CA 2 - 17"1RIBAXERIE AT E= S B S B R0 E B -
TEERRL (Standard Fields) | Tz (Sub-fields) |73 HIEEEREHE AT ERIEE |fE
HRIN AR LIRS
RRA (Version) v2 IR BT R e RS AR =
RRA B X509 45 Rk
HEEA A (Signature sha256RSA BN S B BRI A
algorithm ID) BB AT RS
A (Issuer name) cn=Hongkong Post e-Cert CA 2 - 17, IR 2 2 B B I
o=Hongkong Post, B BRHUIERE
1=Hong Kong,
s=Hong Kong,
c=HK
LK F#r (This update) [UTC R&#RH] IR A RS A A58
HHIH GEREHD
TREHr (Next update) [UTC H#f] TN N REEE RS HAG T
R HEAEC FiEEH (TRE
¥ o MAGRERNHEZ %
o RIS TEEAERATAR
E o ERENEEEERE N
&t
HipHEEE (Revoked FFEEE (User EEEFHR AT HEHEEE S E T
certificates) certificate) b
HE HIiA [UTC %R JInetic Vb R 0| iR

(Revocation date)

SHEHACE S BB RHEREAL (CRL entry extensions)

JRECHS (Reason

code)

(R A ]

CBfFaE 1)

BRI (Standard ext

ension) (Fff&EE 2)

TR R REE A 4T = A (Issuer) cn=Hongkong Post Root CA 2 LR A A B DR A R 7R
(Authority Key Identifier) o=Hongkong Post, S A BN RS
1=Hong Kong, REATEC A B Z ISR -
s=Hong Kong,
c=HK
FF55% (Serial number) |[38 5 A SEEIVFIE] IR B A ENFIR

FEE P A RS (CRL
number)

[E RN G

BEARRE R 8 E NS B4R
9% 0 IR EE -

EEBBE TS o lERAEN

20254E 11 A1 H
PIisRES ¢ 1.3.6.1.4.1

.16030.1.1.53
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HEEREAR T (Standard Fields)

FHEAL (Sub-fields)

oG E A
L vARES

RIS ERNAE
LIVARNES

et

253 a5 EE (Tssuer

distribution point)

[LL DER Ha4whE |[REEH]
RS RIS EE S
£ (Encoded
CRL Distribution

Point)]

(BEMR “BRsE
LA

AR AR Ry FI G S A
B -

() HHRz%E"Hongkong Post Root CA 2"fR#Z A XE RIS HH Ay R BRI A BEAR = -

FEERL (Standard fields) | FMz (Sub-fields) |FZREREE BRI AA sk

KA (Version) v2 LR I RERRI R S B =AY
RRA B X.509 45 Rk

HEE A (Signature sha256RSA UERRBURF DAS B S

(Revocation date)

algorithm ID) BB AT RS
2H A (Issuer name) cn=Hongkong Post Root CA 2 IR RS B R s I RETR S
o=Hongkong Post, B BRHUIERE
1=Hong Kong,
s=Hong Kong,
c=HK
IEZE T (This update) [UTC B IR AP R R FE A 35
HHIH GEREHD
TNIEHT (Next update) [UTC B FN N REERGH S A
R HEAEC miEEH (TRE
¥ o mAgRERIHAZ %
o MBS TEEAERIATAR
TE o FRERIEE S R R T
&
HipHEEE (Revoked FFE8E (User EEEFHR AT HEHEEE S E T
certificates) certificate) i
s H A [UTC W] DR B E 38 IR R

SHEHEY A BB ERHERENL (CRL entry extensions)

JFAIHS (Reason

code)

(R A 15 ]

(BfFEE 1)

T (AR (Standard ext

ension) (fffzE 2)

number)

TR R REE A 4T FEHA (Issuer) cn=Hongkong Post Root CA2 LR A A B DR A R 7R
(Authority Key Identifier) o=Hongkong Post, BB IERE A BB B
1=Hong Kong, REFTAC A B Z ISR -
s=Hong Kong,
c=HK
J75% (Serial number) |[#HH ASEZHIF95] IR B A ENFIR
SR A B RS (CRL [HfZ%as RS EAE] DL P RERL S S B4R

5t 0 AR A E A -

SN 57285 (Issuer

distribution point)

HIFEHPEE =%
HIFE GBS E=E
R CRL=F

(BLHR% “BRSE" ffr)

EEBBE TS o lERAEN

20254E 11 A1 H
PIisRES ¢ 1.3.6.1.4.1

.16030.1.1.53
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liE=
Lo PUN Ry al R a5 B 3o -

0=REEH 5 | = IEERMNA © 2 = GBHBIEORISN © 3 = Brokes
4= SEEPEU © 5 = EBHINALIENE © 6= Sy 7 3

HI S SC AR (AR VIR A il T IRRAES ) G20 10, Fom (B TREE ) -

2. FRIESSHNED > FrARREE I Ry “JERAE”  (Non-Critical) fEHHRL -
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Hi#% D

fiigk D - BEAERE RS - REHE

) BFEE (EAN)
TR ETHREEA BETHE (EA) B PR 18 BRALRY
“HERhR” ETSEEA)
A AR EEE S M ER 18 AT FIAEANEBEAEE R A 18
mA

B IREE HK$200,000 HK$0

PRHBE =

GoEZBRLRIE (2048 fi1JT RSA

ELAHEEEE (HEEE BB ESE

e Oan EEZEEHHE AN S o HHE AR EHAENE THE (HEA) BHAEE S
=

HERR® B 2 R B B | B % B R BRI

BENESBIEL |FEIE LI HTSHES

NGO EAEBST S TAEAHEZEME (hash value) ;
EEHAE 5 K
B NS2ERES (HEBEEXEHE S ES)

BB H FrEE (AEERMNE |RAKGEEEERNE 24 (|ShHE (AEEREH
HAEREE ) 4 50 T (R ) BE 50 BT (RAZEEE
AN ESEAERIEE 2.4 AR 2.4 1)
=)

HEHIH —AE —IEE A —AF
(RAMZESE AR 124 0 3.2 K2 33.1 1)

I ETEE R
20254E 11 A1 H
YR BIRE ¢ 1.3.6.1.4.1.16030.1.1.53
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2) ETEE (W8 KETESHRE

R BETFE BTEEE AR BETSHERER
A R BT R BT 3 A R S B s 2 s 7 BRI 2 A A TR R
FHERFITHEBUFECERE ~ 20T R

BERFF A | B A i B SR BN B BN et

AR IRER HK$200,000

PRHEE =

Ao Rt 2048 fi77T RSA

=E

ELAHEE HE RS EE

HERE

(e Oan PR R HE IR R 5 5y

BERR |[WEEFEREENE REEE HAEEIE % 2 F

HEANEE | B AEELE > BiEHFScEm (WERED) » BEC AT

SEARE v IRAER P Y 44 R HEE EHhE v PR BRI SO ATE N A R M b
ot " BRASEGER (AEBEBAGES) v B ASERS (HEEHRA

= BE MR NE] ) peEeE R AR )
v B A ANE  EEERE
il

SCRAT RS EZEARERIEE 2.4 1%

ZH

HEEE —IFE A

(RARRZESE AR 124 K 34116

B

L FABEERITTREBRERRE (RERE) (3 112 B HATAREE SRR R Bt R
B RAIDIR A E TR E (M) BB (EIRAE TS () "TadilR” wgac ) (51232

(FON

2. FPAHREBRHTHEBUSIEERE FRBRGD) GF 112 2) S EVAREEH S ey Bt rs R s

# BT

sE AR E 25w -
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http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

Ki## E

ffiisk E - A E T B E %SG o a2 (S
HHEE)

FAIZ RSN E SR A A L - AR R 138 I 2 %Ra 6 SR -
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Vg dd

ffiigk F - BREBETEERE - BEETHS
BRAFZENHERE (GEHEL)

FHAEE(F SRR H T - sl SRR S - RSB TR H RS RE E 2=
FIEETEBARAFRERIGITHRE -
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fifsk G - X PRRAR R SR R

Hi#% G

MRS & 1H BREA st
Hongkong Post Root CA 2 201559 H5H & 204059H5H
Hongkong Post e-Cert CA 2 - 15 | 2015FF9HS5H & 20305F9H5H | k45 E 2019528 1 HALpHsASE
HEL A B4R
Hongkong Post e-Cert CA 2 - 17 | 201758 H12H % 203248 H12 | thrh4gs8EH201942H 1 HAERItA%
H HEE s ELA R
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Ki#E H

i3 H - TOREIEE TR B B R
P 2 5

; N FIE Fosd & ERR4 DNS Bifirsy

REFSBALERE KEEM REEA o o AT

TARITBEE | ABOI "*rphge | ETEZ (M)A RE “IRD AEOI”

JETE BraeE (M) O

B )
Bfat:
1. AEOI A3 "R A
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HigE T

ik I - RFC3647 EEAREIESRERI 2 LEaR

R 1 N TTHERR B R AL E 4RI RFC3647 I8 F R4 RIS 2 [ERUAE 4 2542
HEEER] > DURCEST G adsd & oRIg S8l (—) (3) B ATy » S A% S 2R AL RFC3647
e TFRZE RIS Z I FEETRERE 28 - MLUARGE BRI AR © W8 EC AT
et N LIRS E s s A AR N AL RERIME ZERA RARE - FRIHEF &

=

Ry ERER  AIEEEGRTAREY] AEMT B > EEENR/EEHBULARIPLE/EE / IkEs
HEMMEBEECARIERE / i ER -

RFC3647 HYZEH A X R R SEA
1. fOEFE M 1

1.1 fifat 1.1

1.2 SUHESATH BT 1.1

1.3 Bl EE2HE 1.2

1.3.1 EFalae ik ssikis 1.2.1

1.3.2 GEfH#AES 2.1.2 KHIs% E
133 B A 122 F.1.2.3
1.3.4 BB A+E 122

1.3.5 Hith 281 2.1.3 KHfte% F
14 HEEH

141 EEHESEEH 1.2.3

1.4.2 BRI EEEEH

1.5 SRESET AIE K 8

1.5.1 SRESSTIEE RS AIE K 8

1.5.2 BN 1.3

1.5.3 JE CPS 5 &SRB A Al 8

1.5.4 CPS #tbfEf2 =t 8

1.6 EFFLEES Bfsk A

2 (EEHEMmMBEEEH 2.1.1 & 2.5

2.1 AL EEEEARER 2.54

2.2 SREEE RN 2.5

2.3 AR REER 2.5

24 (5 EJEEREEH 251} 2.5.2
3. Bk BLZE T 3

31 3.1

3.1.1 AEER 3.1.1

3.1.2 WA ERLHEK 3.1.2

BB ETEE KaalFEAE
20254 11 H 1 H

YRR BIRE £ 1.3.6.1.4.1.16030.1.1.53
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RFC3647 RYZEf AAER B FH B AR SRR

3,13 B AE LR S ESTT g THEREEAREA

3.1.4 BEAE TR AR A 3.1.3

3.1.5 ZAFBHME—E 3.1.4

3.1.6 FERERTERA ~ EERIRIA & 3.1.5 &% 3.1.6

3.2 WHBETER 3.1

3.2.1 EBHHIEA R A EIERL Y J57% 3.1.7

3.2.2 sHERIRIE S HIEE R 3.18

3.2.3 (A Sy HIZEH] 3.19
AERIZ: 08 RFC2527 HI7E -

3.2.4 8RB S ANES i AHERE LA Sy A BUE R
% B fstEe

3.2.5 $HERERR 3.19

3.2.6 B RERER] 1.1

3.3 FEBSREEE T K AR B | 33%E 34 e ‘

33,1 B R R R 33 % 34 e IR
2

3.3.2 HH 1% B I R B T AR L EE 33 FE 34

3.4 ENEE SR B R 46.2

4, sHEE AR EZOR 4
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