@[OhgkongPoste-Cert
HEBHE&E

15

BETRE (@Akss) AFEE

Apache WH{ERFEM

EETHH < 2026 4£1 }F



':I;

T2 ([FIRSE) AEHSR — Apache YEEEIRSE

*
BTHE FIIRED FIATET ot 2
FEAERE B T B BEIR(CSR) o 3
FEATRE BT BEIR(CSRY) oottt 6
GBI e 12

HI



ETHEE (fAReS) FIS1ER - Apache 49EIfARES

A. BTEE ([Aikes) HHEAESI

EFAPUZEE TR R E T8E (RS HEk > g RsE
H ¥ 5§ & “Submission of Certificate Signing Request (CSR)” FYEEE) » TR IEFZfE
RFFNF A EUZ S TERIEV4EIETESS CSR -

AHFfEm EERMSEGETEE (Al i AT Apache 44 H (Ffk
e CEEERCHEERONEIE 2 & 2R (CSRBVREAID BY - B ARLAT CSR KTz
SEE B BRI D ERE S

WA MERE EH R S RIE R FERL - R A RE L R BE L AEE - NIsRs
TR EEHFBRR(CSRFT A G RLE Tl -

H2
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B. EL£BEHFEEK(CSR)

I KHFfErRERZKE OpenSSL #{FEIHY “openssl” 2 TR ZUE AL #H5
RLNIEEE & 2K (CSR) DUES - d 5 (Eikest A FFE=(ATE H 8%
EIESAANE > AL EE ANESE AR S (ElRashy R S -

PR AL TS S84 —(EF AES-256 HIFHT 2048
fir TEHT RSA FEHERL(myserver.key) = (R0 AR HESL TS -

SEEENFE 2048 (TR BT ELECR FE LRV E SR e FHSA TS 2048
77T A A §E AL
PETMTIE PRI IR BT

Bt T

B s DY o iR ETE R B 2048 (Th EF L -

VLR AL R BB o RN Apache [m)Ra50F -
BF BE s B -

openssl genrsa —aes256 -out myserver.key 2048

2. FEenfrE AL MRS H B AR F R ESEL (myserver key ) A A2 — I35
e 2 oK(CSR)(myserver.csr) © SGRE e~ A B -

openssl req —-new -key myserver.key -out myserver.csr

EfRCIORELT X509 SEEEMERr - 555 ALL &R -

- 163
Country
State or Province
Locality
Organization
Organizational Unit

Common Name
Email Address

fraa Bl
fa A “HK” HK
g A “Hong Kong” Hong Kong
#m A “Hong Kong” Hong Kong
NN Y My Organization
% <Enter> 7%
i A fel A g5 44T WWW.myserver.com

¥ <Enter> B47Z%

IR & Wi B A H A& M (B challenge password k. optional
company name) ° 3% <Enter> B E{IR42ZE -

H3


http://www.myserver.com/

Wy (fAR%) SRR - Apache W (RS

JEE A HEFRTS T Common Name ; — i A I HEHT S50 1G] 75 5 18 R
"Country Name ; —f#g A "HK , -

EE  EFRE AT () B REMEE TR (R
%) B 7 Common Name , — i - B ASH 745 A
B9 THEE AR ERET RS 5 BB ST -
T BB S A IR 1) IR 5 2
FCSR)BETHA » B BT B ZATRFBEN - G
FS A S AT -

HHEE A (AR ) AR i T Common Name ; —/f#" -
A B G 218 P T B A E i Z ik a5 S 15158
B AR S T 75 R R 2 (7 75 B BT T % HYES ) o
#I1 *.myserver.com °
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JEE FEH RS TR TRE2 (FIRAD , 2 B &
BT A A0 4 BTHI% ASCIT #7816 AT LA B/ £ A —
T 90 A BB 209 575

BT WL

www. 3 ) fa] R 28 .com www.xn--3pqw802pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Oreganizational Unit Name (eg. section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pqw8o2pk43espw.com
Email Address |[]:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:

H5
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C. EXTEEZEEK(CSR)

. EHE BB SR 3 H F 5§ 5 “Submission of Certificate Signing

Request (CSR)” HYTEE A% — N HE LS DUH R 2 FB R B SO S5 T RE HY
(e

HS O s Submission of Certificate Signing Request (CSR) - Message (HTML) ? - a/x
s
I~ QReply B2 | [ whereabouts Vo & SvMarkUnread 4 Translate to Simplified Chinese a’%} # q @
X
©aReply All G5+ | |E3 To Manager B i Categorize  $ Translate to Traditional Chinese .
8, - Delete = 2 Move ~ = Translate Zoom  Insights
S & Forward Eg~ | Team Email 2 - [EP~ [>FollowUp~ % Chinese Conversion . K-
Delete Respond Quick Steps. ™ Move Tags 10 Chinese Conversion Editing Zoom ~

i  Tue 25/6/19 10:29 AM

CA Enquiry <enquiry@ecert.gov.hk>
Submission of Certificate Signing Request (CSR)
To  MYeung Cheng

HMEOEE. =

REEETHEEK
EF' @xﬁﬁﬁ:ﬁ!ﬂi“'?ﬂg (HEES) HERAE “E?E?lk(&

STRTHSEHORE TR R BENRS R, EBRRET

httpsJiwww.eCert.gov. ? 71 8.channel=WEB&certC: - I

BUETEE (ARE) "EARR SR (BEREER SBNETEE (ARE) ~ REFEDR SBAR. AT
?g;@éﬁ%@ ?g%ﬂﬁaegmmw ETRETIRAMNARSLHEASHARBNEEN EEEEER - AWET &
1 B, BENETEE (ER2D AFREE.

, B2019 7 1 A, BFRET ARS) HRETET (RN . BTEL (RS "BAR RETRET BRE) " SHR)H
ARIRESE CA3 M h4HEE "Hongkong Post e—Cert SSL CA 3 - 17”7 F¥. EREFTTEET (TR i, BB FORER DM

BETAMNARSEL. AMEE BeNETEE (AR APEE.

02017 5 9 A 7 B2, FEEHHEHIINETREE LS ETREIERRENRE. FHHSRZRERERS 44124,

i ., 2019528 1 B2, BFRE (RS TR RENRRETHEM . B ANERMHEETEE (IR, SsETizaiig
FRE (@RS (FREAFBRENRHEFEET. ALABHEETEE (RS, KT HAEFRRENBAEHL BRE
{REIPIHY 16 85, FITERIZIRG 16 SO ER LINHETEE (RS <A

IEEN, HHE 2921 6633 HEEPE enquirv@eCert gov hic,

EE

EBE RN

HA

2. T A[fEfkes 0] ~ BN EESEEIHE[ S &RmIRC LA BT REIFY S (3
BINHV[EE TR HHE (TS - AMRIEFE] -

P> ] \
1 -
[T TRNINPINI T <olution for e-Security

FHBRT TR

RXE TEREEER) - BFEE (FRS)

{MELPARBFTABNEA LS  SRBBRATFRRRH2ZEERRBEAMEAEFRERBNER - RIFFMFRRAZHATHRAMEFANE  FHRNTEER

WREIREHNAT » M ARBIRNEE  (FREMRAENEAZE  2REREE - MRERHANEE TEIFERBANEFREPRH - B (BARR (B

CERT?ZEN [3) %60  GARERNEXFEBRRFAMRNEARS - NRTFEIANEREE  WAR (FEEEBRER) (Pos736) X (MEMWARHERER) (Pos736A) » 74
. EREEF-BRRAFLEEBRWARELEESE - (FREHERES) A (MEMAREERERS) FINESRRRM

ERSA :

(oL EAT www.ecert.gov.hk

BFRSEMEHAY

2LER |018564144
(ENREEER{E S 3 NAOBE)

EFREB [msmmmsenneens

(HAMBMFEWAMNLE T RIUAR)

2007 © | MEET | SRR
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3. FHHRERIMERHFEER o (WRHEERAIERE - FEE 2
enquiry @eCert.gov.hk Br4E & A EZ SR < )

>

[ ey Hongkong Poste-Cert The solution for e-Security
HFHBRVFER
FEEMEE
vy R ERERER) - TFEE (ARS)
BREARE
8 fEIRRe & www.ecert.gov.hk
) ISR Hong Kong SAR Government
CERTIZEN EBRTREBA
IR RS SN DETEBPIR HKPO-Business Development Branch
- HFRBH
%m N BIHAs
QB TR AR ICNER :
P autioh £ d N HKPO-BDB
ANFRANRFRENEE
REWE WFRE (1ARH8)
Biem : 15

LR LAFRAR R AN + SNV TER » 0 (PR AT) MR ARL A
SRR R T AR AR SCOR IR > A2 8 o T HRAAR

(e | (e | [saEEn | [wemmex |
BB © R LADARTTERE + R RIS -

2007 © | MEET | SREEM

JEE BB T RS LI T RIE T SRR
B ERE - AIBR R L A5 R i S Y 8 T Z (1R
#5) * A ILITEER I T XA -
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4. (H20264 3 B 15 HREAR » BEBRARIEBIEEECA ) FitHE
RN EF8E (FERSS) 1v4gisdztlasg (DCV) ik E
IR TTE » F ISR DIE R ETIRIE - MR » 240K
HENs WL B T38E (ARES) PrE Sy isIRE - 10
2 DCV BExzgrpish » &HE ] LAFERZ CSR »

(FEEE » 2N B RNEH AN E FZ8Z (R HE G
G A EEFE o )

A, WESE [ | A SR (DCV) J7ik, &8 N R =
“fileauth.txt”, ALK EEREE THE (kS oS s
%%@m%ﬁim%%uﬁ b R S N B RR K S8 AT 2 B AF AR
% [HERR | B, WhHiEAEHRE TS (Wike) "8
FIRR”

<= Hongkong Poste-Cert
SHBRTFHN

RX TEREEER) - BFEE (FARHS)

IAIZPIGIR (DCV) 5% : [FRE GEm) ¥,

BT
1. FRE#ER
THEIWRWMAWRIEE (fileauth.txt)

2. RRINIRR L WEE AN EMRE
HRELEINENRTRE (FER) FOSHSMEEENRNOMLE ERENN - SRRRIIBAUTE—SIEN -

« http:/[{d% ) well-known/pki-validation/fileauth txt
« https /{858 well-known/pki-validation/fileauth. txt

3. IR
LIRS WRFEUSARNREERE-FMIADEE LR T ET QRN « CRETTLUEBIRRSRANBIEE -

4.8 :
WISMETARFIE - 818 (HIE) MR o ETLUNEIEE t T AR IR (DCV) 1217 » BIABSBTE30RAR
AR R CREEHNNERNTRBIRET o

| mse | | BELR |

2007 © | MR | SRR
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B. WUESE [ MRS | SMEEEHRE (DCV) ik, AEK
BEE (ARG Pri s a4 8 a8 B s DNS TXT
FCER. BTHY DNS RUSRILRECR AT ABIMENTIZ, 1% Wﬁmuj %ﬁo

st 8 y
8[/42r1glxlll:gl’r:\16-cen The solution for e-Security

HEBRE R
[?A.PE].- B TESEEER) - SFEE (AR
AIZPINIR (OCV) 7% : [REEWAREE (28 v|
CERT@ZEN T
BANRRTURNNZRAR 1. 318 DNS 288 :

AACHEFRE (ARN) FAOSNEMIEENMN DNS TXT idth «

HMA : TXT

M ()

A © [8IREN)| MR |
TTL : 3600

2. 6% DNS i :

(R DNS iR T 2BMMIT o

3. iR :

Wik DNS SCURICEREBPTABANHT {8 » AR (SWAD) M - CETLARYIEIRE I AU IZNIRIR (DCV) 12/F » BB
EIOXRAFRA « R CREMW IR FER IR IRIT

|mz | [g@tm |

2007 © | MR | PREER

C. W [ HEE ] #iEdEhliasg (DCV) ik, HiERECE
b, AR%B % r%ffii%ﬁ GH5 ] o WRIE T IR, FEAY Elﬂﬁﬁﬁ
NERRshs, SRied [WERR ] B8, s, Wb A s R E 75
&= (fafkds) "2

he sol f - i
(-D/hmg/.m;g/me-cm The solution for e-Security

HHEBREFRE
?A-A@E]-. BX TEREEER) - SFEE (AR
RPN (DCV) 73 © (mEmg v
CERT@ZEN T
1. SRR ©

I ENE T B AR KRB -

[admin v| @ (] v| | @izwms |

2. MR
SRR : | |
WAMIRE » P (L) B -

(| [EELER |

2007 © | MBS | RN
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5. FSCF4REEER(BIA © A BRRL TR E A HVEE E 5 Z 2K (CSR)
BB N2 EHE  “———--BEGIN NEW CERTIFICATE REQUEST-
" K “-—--END NEW CERTIFICATE REQUEST-—-" - £ /%

The solution for e-Security

b= ]
<o Hongkong Poste-Cert
SHEBRVTEN

RX TEREEER -BFEE (FARRN)

ML TERREER) (Certificate Signing Request, CSR) (B#base64 MMAPKCS#10) M TEASEA » IR MREN -

~~~~~ BEGIN CERTIFICATE REQUEST----- -
MIICmzCCAYMCAQAWKDELMAKGALUEBhMCSEsxGTAXBgNVBAMMEHA3dyS1Y2VydCsn
b3Y 1MAOGCSqg Ib3DQEBAQUAA4IBDWAWgQEKACIBAQCIR)aSYnPSCN1Z
exGydMz/1W1V1CN/+PI+qBTqRI4m4 EAZHOMZDATOERKF PpzavaVy/UZ8eSHIHe 6W
GhL1750WwdU19D4WwAZa0m) hvlrNxo) EuhlwDuvva+CY1MtDxSHSQVAJI11XBruNm
2LACC6Ho+0VbeRyDOWgy0voAWhd e toMDnBIJsv7Q/ oWNSRQIzBGCsHSQIaqocTZK
SUX4MOS90MS/hRTASPRSGqPLiX1gNxyDFHbUr YH3I0AS3DNuzS0YyUkh/ 3 STX/XxUa
qwquadhSsSE49yztRmln3zomeVikoD] 1113 yHgos24alx3yDFYnOTMqHINGH1FOX
réSTeXDEAGMBAAGELIAsBgkghkiGOWOBCQ4xHZzAAMBaGALUAEQQUMBKCEHA3dyS1
Y¥2VydCSnb3YuaGswDQYJKoZ ThveNAQELBQADGQEBARISITX1JTMLNAVZHD1pT+9Y
2gSc4TE2qyNSSehgYZY6/240/1geJ6xNPYBDKTANQBEOAN160L£dKEKZmZnKg/dS
7SE7JNhuYxy5sN¥Qdo) TODIuSzBkwDkrZ PhkVU+ROEAa+JPET13x/ 41M0UBUdREDY
0/ZmXgH1aTMEHERBOJS 12FPH1SS8ddSKNSzrk3TuRE+71T2k4ATEKTRehGy SWbsT
U3 ITV4510t8kI6IRU7BA/0232U1DUyxsob3HE1RCKXbMUIS/ k) a1x53GESTwen Ll B
WINOPe1NJdH7yjzzTyrvMBEECDVLKEKT+75a445rx1pA2Sy1bZ43yzTEWhdCYA=

>

| x| [E@Ln |

2007 © | WU | TAREECR

6

>
< Hongkong Poste-Cert
FHBRT TR

17 (2] 2 It E -

The solution for e-Security

R TEHEEER - BFEE (FARN)

MFARNRFREANEE : -

HEHH

MRS : www.ecert gov.hk

L Hong Kong SAR Government
DTEPIRR HKPO-Business Development Branch
R ITIR

ARIFMIMESE / AWK :

AR : HKPO-BDB

HihAH (BERBRIZNAMARES)

BiRAS TR :

nEm Hongkong Post Trial e-Cert {Server)

T Soum : Hongkong Post Trial e-Cert SSL CA3 - 17
mEm 45b9 30 00 2d 44 89 87 4c 74 c4 88 35 4b d1 92 08 b8 6¢ 20
MERKREN: 13/01/2026 - 31/07/2026 (1998)

WERE AR SRR T TERE » SR FAER RN

RRER RIS LIS AR EEBERIRERT S BAMONT RS ATRAR -

(£E : FRBREMENBARE > REMRRIFHTFREORTE © GRRRSTEARE (W8 ERHNE » RRENREEROEARE -
| w2 | | Fme

2007 © | MR | FAREE
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>

< Hongko

ng Foste-Cert
HFHEBRU TR

7. "~ #, Hongkong Post e-Cert (Server)s& = -

The solution for e-Security

FEEMEE

AAA

R TEHEEER - SFEE (FARR)
{RIRFIIL

1. F# "Hongkong Post e-Cert (Server)" i8#

EEET??Eﬂ 2. FTHESHRIRFIEE

3. THEFER (RSN BAES

#T
AFEFERAHRFEECAINE A B/ RHNEE TRARECADNERAMEEANMERREFEE (FR\) 495/FARESE - AT
TE(RPIBYHELS/{EIAR 23 L% "Hongkong Post Root CA 3 (XRIBE 2022) " HEMBMAS -

2007 © | BT | SRR

L St AJLAEREER R R A H R T (faikas ) o

https:/www.ecert. gov.hk/tc/sc/index c.html

LA RIS ZE: Root CA3 #5281 114625 2 "Hongkong Post e-Cert SSL CA
3-17" FEHGLTT -

http./www l.ecert cov.hk/root/ecert ssl ca 3-17 pem.crt

GHEB IS ZE: GlobalSion Root CA - R3 #819% X 382 "Hongkong Post Root
CA 3"~

TEHGLTT -

http/www l.ecert.gov.hk/root/root ca 3 x gsca 13 pem.crt

GAEHORFEE Root CA3 #5281 P 45352 "Hongkong Post e-Cert EV SSL
CA3-17" T&EHHATT -

http./'www l.ecert.gov.hk/root/ecert ev ssl ca 3-17 pem.crt

GHEB IS ZE: GlobalSion Root CA - R3 #819% X 382 "Hongkong Post Root
CA 3"~

FEIHAT T -

http./www l.ecert.gov.hk/root/root ca 3 x gsca 13 pem.crt

H11
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http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt

BT

GISA

s (A FIF1ERS — Apache HEET(AIES

D.

3

EfERdsEE

RFERATS B BV ER 1 T RV ESRL A C HHY2PER 7 ey =(E:8
ETEFEHE] 5] Apache (Al H kA » FRIZAIE 24 > Hekps Al
REAFTARE )

B
a) LI #FEE “Hongkong Post e-Cert SSL CA 3 -17” B FigE (A
RE$) -

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

b) i #%E “Hongkong Post e-Cert EV SSL CA 3 - 177 % S 1 IEH R % &
TaE (AR -

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ev ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

{71 Apache {AlfiResAVEEZIEZE HER(BIAN  /usr/local/apache/conf/ssl.crt/)
N AP A LL T 15 S HifE— (B e RS G E R
= 22 (hkpostca.crt) ©

B
a) I REE “Hongkong Post e-Cert SSL CA 3 -17” B FraE (A
AR -

cat ecert ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

b) %455 E “Hongkong Post e-Cert EV SSL CA 3 - 177 %% % [{ i BEE
THE (FARHB -

cat ecert ev ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

FI 35 4 5 25 11 B ApacheSSL &H R& 358 A 2 ( 140 -
/ust/local/apache/conf/ssl.conf) °
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4. &ﬁWmS$VWM&mE% I TN R (el IR 28 PR PN B O DA ek
TE o WMEREARFE > Tk -

<VirtualHost *:443>

# RS

ssl.key/myserver.key

# FBEECE TREE (AR

SSLCertificateFile /usr/local/apache/conf/ssl.crt/cert0000812104.cer

SSLCertificateChainFile /usr/local/apache/conf/ssl.crt/hkpostca.crt

</VirtualHost>

5. (A KBRS dwiEEs -

6. TR ALL MECETEENEHY Apache fAlfligs o

apachectl stop
apachectl start
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