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RTIEE (fAlflds) SRR —nginx TR i ds

A. HETIET (ke HiFEAES

MRS BAZUENLOCE B L HAZ B FE T (Alfik#s) HiG)E, S REBRRBURE R
HF BN “Submission of Certificate Signing Request (CSR)” FJHLHE, ZSRIRFZAAL
R BT HHEBAZENL R M5 252 CSR.

A e BAERMSH SR IR (RS HEALTE nginx F 0T 7] Ak 45
R AR T ) R R FTAIE 545 B R (CSR 4P R . & AL CSR K242
A2 B Fr P R BUZAE LG LAFIE P25

Wi MAEIE B2 A R BRI, TR ANRE 2R B IR+ o DR bt 22 S 1 ]
T IRAEBFEZER(CSR)FI Y H DL HEAT %47
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RTIEE (fAlflds) SRR —nginx TR i ds

B. FEAIEHZLZER(CSR)

1. AHFP$EREHKE OpenSSL B4 K “openssl” 7~ FFE 27 A BL X} 28
M REAIE 2B ER(CSR) LMESH . BTN AR 1A HAE T
H XM SA AR, FrblHiE NN S A G fa] s A 5SS

THRARFFMALL T 2724 — 1 AES-256 % 2048
776K RSA #hd /i (myserver.key). R BEHE RN SN RS

VEE: AT 2048 (LTI ERSELEAK FERE L (RS, HIRAT 2048
1L IC A T HE- TR a5 DA ERBTERSE R 2048 (LT HYZ 1T
Il LEB LT R E T/

JEE: IFE ISP EEREN . SRR nginx ffRZSHT
T 7 BRI B

openssl genrsa —aes256 —out myserver.key 2048

2. THIRFFHIN LT 82 H Ll il i) 5% 0 2L (myserver key) = A — MilE
5258 FK (CSR)(myserver.csr) o B HE 7~ A\ &0 o

openssl req —-new -key myserver.key -—-out myserver.csr

MR X509 EPEPER, EHRA LR BERL

JB i i35 SR
Country f\ “HK” HK
State or Province fi\ “Hong Kong” Hong Kong
Locality i\ “Hong Kong” Hong Kong
Organization TNy i My Organization
Organizational Unit % <Enter> B4
Common Name o N\ Al i 44 B WWW.myserver.com
Email Address % <Enter> =%

BIN = Wi~ N HAth B % (BP challenge password /% optional
company name ) . 1% <Enter> ¥ EA1H =,


http://www.myserver.com/

LIRS (Rlflds) HFTER —nginx PR s

JEE: R T [Common Name | —F=Hg A IEHHT & id 1R #55 B K
/Country Name | —F~#j A\ [HK /s

VER: ZHEH U (RA) “ Z8h” B M uf 7k 75 (iR
) “ZHR” , 15 [Common Name ] —fgH, I\ -5 H i #1541 1E
GHY [HEE Ul SRS B R E i ka5 7o

i [ FUF 1S I MRS Fr . BT 7 =4 i 12 22
K(CSR)ILFEFIN, BABHTEIZ UK ARG U TR, SR E
R B 500 S

HHIE U (R @k, g [Common Name | —fiH,
A GG TR GHT [ HBITHIHE 7L 715 7 ) 10
B 1l i & B (TR 3 5 B #9524 i 0 i B3 AT [ ) HIab 1) o
P41 * myserver. com.

Enter pass phrase far my
You are about to be aske
it Your ".'L'E'L'E'.E;I:ﬂ.'_".‘f !'I.'E'I:!'.J‘.'E:‘.:'Q. +

o ¥a

What you are about to

There are guite a few

er the following
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LIRS (Rlflds) HIFTER —nginx PR Ay

VERE A i T X R E BT T UEFS (fiRas) - 15 1/ [
B LR X1 TR Fe Bk ASCIL 770, FF i LIAE“ B S/ —
FEAFE BT HI R

335 BHE
www. T H 1A AR EE.com www.xn--3pqw802pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Oreanizational Unit Name (eg. section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pgqw8o2pk43espw.com
Emalil Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:

=
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C. RIIEPZFER(CSR)

1. EFBIEZIEN LR E SN “Submission of Certificate  Signing
Request (CSR)” ¥ HLHE P 4% — T IE 45 LUE 4 2 F I IEBUZIENL S 1)
W 3k

B 0 ¥ s Submission of Certificate Signing Request (CSR) - Message (HTML) ?7 @ - O X
s
I~ CReply B [YH whereabouts V| ‘& S¥MarkUnread & Translate to Simplified Chinese a%; 1] q @
@ReplyAll G5+ |3 ToManager [~ M I Categorize~ & Translate to Traditional Chinese -
8, - Delete (A 2| Move 7 % Translate Zoom  Insights
® 3 Forward B~ ‘eam Email = - [EPr [>FollowUp~ i Chinese Conversion . K-
Delete Respond Quick Steps. ™ Move Tags ™ Chinese Conversion Editing Zoom ~
J  Tue 25/6/1910:29 AM
CA Enquiry <enquiry@ecert.gov.hk>
n | Submission of Certificate Signing Request (CSR)
To MYeung Cheng
RENEE. .

RREEFEER
BEFEXHEBHHETEES (ARS)
d N i By

BRI . ETRETBEHERM TR AEERSRIE, BAHREM

https-//www .eCert.gov. b/h 71 &ch I=WEB&certC: =S I

RXETRE (ARS) "BARE SR (BESEER) PRNETRE (ARS) 2 BEFEER) SRR, AARR—K

ERRNTRRTNETEEARSAFIAFETRTIRSWOARSIFEASNARRNEEY RESEER) . AHEX &
EFEBR) BN, WSHETEE (ER) MArEE.

WEE, M2019F 7 A1 Ak, ETHE RS QEETRE (RN . BTEE (ARD) EAR RETRE (MRS S84
ERVAREE Ca3 M)AHRIE "Hongkong Post e-Cert SSL CA 3 - 17" 3. HRRETHE (AMRE) 28, WARBMMORFR D

BETAMNAMRSEL. BMEE WeNETEE (AR AFEE.

#2017 5 9 § 7 B2, FEHHEHIINETRE LS ETRRMMEERGORE. FRRSHZRERERNE 4412 4.

WEE, Mm2019F 281 AR, BYEE (RH UNRENRHCAEEM. BRANBREIETEE (RH), FEHIRNNE
TFRE (RS (FERIFDRERSHEFRAEE . AL RRETEE RN, IR T IEREENBATIL ERE
WA ISP 16 fr@is. RUHRIFRE 16 UBISLFB LIHET & E (AR <M.

AHER, TREE 2921 6633 HEEE enquiry@eCert gov.hk.

i

EBETZEWEN

2. AR ES PR BT RS B [ 27 9 S U B S BN T Y
fadt R THIE B ER](HAOECY), AREIRERRL].
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< Honghong Poste-Cert The solution for e-Security
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RTIEE (fAlflds) SRR —nginx TR i ds

3. AR INEE TR . (WA TR A IE®, 7 R
enquiry@eCert.gov.hk BEZE MR EBUZAENL K. )

>

Qlﬁmgknnglh»/a-Cen The solution for e-Security
C SHBRETER
FEE~EE
vy % (ESNEER -BFEE (MRS
BiRABE
AR & M www.ecert.gov.hk
@ ISR Hong Kong SAR Government
CERTIZEN EBRTREBA
IR RS SN DETEBPIR HKPO-Business Development Branch
HFRBH
unghons Post R :
e REEHDEY | ADRITINA -
R HAE RO : HKO:808
ANFRANRFRENEE
REWE WFRE (1ARH8)
Biem : 15

STRALIERIAI » 0L EREVER » IRRFTIO :
RSB FIRE AT B XIS » EFIDIER R ©

(e | (e | [saEEn | [wemmex |
BRI B © WL TTERE + R RETRE -

2007 © | MEET | SREEM

VEE: 2T Tl R LIRHE TR P SRR
PSP, WIEER H— KT G R AP £ B T I TR
) IFI AL X

=
~



RTIEE (fAlflds) SRR —nginx TR i ds

4. (H20264 3 A 15 HEA%, BERTIEBREIRAN ENE
AT &R U (RIARES) AR Sk (DCV) JrikAiE #rik
BB I, RS TRt TR e . BilE, RG0R
B S BE IS SR TR (A ARES ) & AL
R DCV BT, LR AT LASEAE CSR.

CIFIER, RAR A&/ TR T Uk 15 (filRas) KR A%
HEZ VAP 7. )

A WERE [ WUEAREE | I S E (DCV) 7k, 1 TR IR RS &
“fileauth.txt”, JF¥H BAREETIED (ARE Fre & MEA
EA SN S OE Pt VA R = i N S E S A R e Y
TR ) ke, 1B, WEAER TR TED (RS 78
R .

>
<& Hongkong Poste-Cert
SEBRRTRE

RX TEHEEER -BFEE (ARS)

RASREFMR (OCV) 5k - [T W) v

1. FRERER :
THOFBRMHWRILRK (fleauth.tx)

2. HRRIRIER EWEC NN MR
HRELGINENRTRE (FER) FOSHSMEESNRORLE ERRNN - BRRRITIBAUTE—SIEFNR -

« http /18 ). well-known/pki-validation/fileauth txt
« https /i) well i txt

3. AR

LIRS MR USARNREERE-FMAERE RS ET AMFR o CRETTLUEIMIRRRAMBIEE -
4.8

WRMROTARGT G » 81 (L) MR o (SEILUN @B NI AR (DCV) 127 » BRBATEI0RAT
o TR CREEHNNENNTRBIRERT

| mie | | E@LR |
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RES RS PR —nginx FDLfi
B. WL [WIARRARGIATE | W& HIIE (DCV) ik, HNEH

TAE (fAlARES) Pt & A4 BT 3G AL 3 50 UEAD 1 DNS TXT 183K .
i DNS ACFIEMR T AT G, 1% [HA ] 4ks:,

8,,,,,,“,,,@,7,‘16_08" The solution for e-Security ,,‘f =P
CaserEran (e Y ot DN,
FEE=EE
e BX TEFEEER) - BFEE (AR
AZSIRIR (DCV) Fik [FEBWMARES (G2 v
) o
CERTIZEN s
BANERIUBNNZEER 1. %18 DNS icé# :

AACHEFRE (ARN) FAOSNEMIEENMN DNS TXT idth «

HMA : TXT

M ()

A © [8IREN)| MR |
TTL : 3600

2. 6% DNS i :

(R DNS iR T 2BMMIT o

3. iR :

Wik DNS SCURICEREBPTABANHT {8 » AR (SWAD) M - CETLARYIEIRE I AU IZNIRIR (DCV) 12/F » BB
EIOXRAFRA « R CREMW IR FER IR IRIT

|mz | [g@tm |

2007 © | MR | PREER

C. iFE [HIRERLIG ) IS RIBE (DCV) 7k, WL FEIR R o T
Pt SRR [RIEWRIER | . EIRT AR, ERTA
WAERD, AR (W) AR4E. WRER, BeOTHORIER Tl U
CIRED 28R
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FEEEE
AR B TESHEER) - SFEE (ARS)
MIZRIAIR (DCV) A3k © ]
® s
CERTIZEN T
BANRRIUBANZEAR 1. R
RN 5503 A B IAARTE o

[admin v| @ [[%] v| | @izsemis

2. F0iR :
KRN | |
WAMIRE, PRI (I WM -

[mse | [E@EM |
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RTIEE (fAlflds) SRR —nginx TR i ds

5. HSCFgmiBaR(an: AT S FLET AR5 E E R (CSR) AR
H4 AN B AFE  “—----BEGIN NEW CERTIFICATE REQUEST-----"
J  “-----END NEW CERTIFICATE REQUEST-—-" . fE/F& AN A

7w ARETEERRK].

The solution for e-Security

>
< Hongkong Poste-Cert
FHBRTTRE

RX TEREEER -BFEE (FARRN)

ML TERIREER) (Certificate Signing Request, CSR) (B#base64 MMAPKCS#10) M TEASEA » WIRHRT)MREAN -

————— BEGIN CERTIFICATE REQUEST----- -
MIICmzCCAY \QAWKDELMAKGA1UEBhMCSEsxXGTA Hd3dy51Y2VydCSn
b3Y EiMAOGCSqGSID3DOERAQUARAS IBDWAWGGEKACIBAQCIR)aSYNPSCNL1Z

erGydMz/1WIVICN/+PI+QBTqRY4m4 EAZHOMZDATOEMKFPpzavaVv/UZEeSHIHe 6W
GhL1750WwdU19D4WwALa0mihvlrNxo)EuAlwDuvva+CY1MtDxSWSQvnJ11XBmuNm
2LACCEHo+0VbeRyDOWgyOvoAWhd8toMDnBIJsv7Q/ oWNSRQIZBGCsHSQiaqocTZK
9Ux4MOS90MS/hR7ASPRSGQPiX1gNxyDFHbur YH30AS3DNuzS0YyUkh/ 3STx/XxUa
qwqvadhSsSE49yztRmln3zomEVikoD]111])yWgo824aIx3yDFYnOTMqHINGMIFOX
r€STeXDEAGMBARGGLIAsBgkghkiGOwOBCQ4xHZAAMBSGA1UAEQQUMBKCEHA3dyS1
Y2VydCSnb3YuaGswDQYJKoZ ThveRAQELBQADGQEBAHISSTX1J7MLNAVZHP1pT+9Y
2gSo4TE2qyNSSehgYZY6/240/1geJ6xNPYBbX TANQBEOAN 1 60L£dKBKZmZnKg/d5
7SE7JNhuYxy5sNQdo)TODIuSzBkwDkrZPhkVU+ROEAa+JPEtlsx/41M0UBudRERY
0/ZxXgH1aTMEfHEIRBOJ) 12FPW1SS8ddSKNSZzrk3TuRé+7172k4ATEXTRehGySibst
U)ITV4s10t8kIEIRU78A/0232U1DUyxscb3HEIRCKXbMUIS/ k) alx53GEStwentU v
WiNOPe1NJdH7yj22TyrvMBEECDVLKEK7+75a445rx1pA2SylbZ43yzTEOWwhdCYA=

| x| [E@tn |

2007 © | WU | TAREECR

6. 17 [#EZ] IAFEZ LIRS

The solution for e-Security

>
Ce Hongkong Poste-Cert
FHBPRT TR

RXE TEREEER) - BFEE (FRS)

UTFARNBFREANEE : -
® HEAE

CERTIZEN fFRRISRN : www.ecert gov.hk

hlaniai BN Hong Kong SAR Government
STEFIRIN HKPO-Business Development Branch
LES {50 L 0 H
AR MRS/ AR BIRHHKSE
R AROAfF : HKPO-BDB
EithEE (ERBHIZNNMARES)
BiRASTMEN:
mEm . Hongkong Post Trial e-Cert (Server)
R : Hongkong Post Trial e-Cert SSL CA3 - 17
mEr: 45 b9 30 00 2d 44 89 87 4c 74 c4 88 35 4b d1 92 08 b8 6¢ 20
WERHEN: 13/01/2026 - 31/07/2026 (1998)

MEMEABER  RHSHIDARFRERE  EREDFERERE -

RRRRIRISRE LIRS - RFRERBEINE BT BRGOATS TSR ETRAT o

(R SABHEREFOEARE - QEMHRIFORFREOREE  FARRKEARE (W8 GHONE » EREWREEFOBARS -
ECEET

2007 © | MRS | FREEON




RTIEE (fAlflds) SRR —nginx TR i ds

7. % Hongkong Post e-Cert (Server)ilE 15 .

=
e Hongkong Poste-Cert
FHPRUFER

=E
?A.A.E]@. B IESERER -TFEE (RS
{RIRFILL

;? 1. F# "Hongkong Post e-Cert (Server)" i§#
CERTISEN 2. THEBBRILRIS
3. FTHEFESR (MRS BAEE

#T
AEFRERFRFEECAINE A B/ RAEE TRABECA MR AKEEANMERKREFEE (FR\) s9495/FARES - TAMEE
TE(RPIBYHEIS/{E1AR 23 2% "Hongkong Post Root CA 3 (XX IBE 2022) " HEMBMAS -

2007 © | BT | RSN

y

R
1. B LM PEFZR FEF BT FERE T Tul 15 (iR7)D -
https:/www.ecert.gov.hk/tc/sc/index sc.html

2. LREHIRITUE TS Root CA3 2 HTH28F 1% "Hongkong Post e-Cert SSL CA
3-17" TFHEHEH 27T

http./www l.ecert.gov.hk/root/ecert ssl ca 3-17 pem.crt

L HIIRIFIIE TS GlobalSien Root CA - R3 4 H9%E X tiF 13 "Hongkong Post Root
CA 3"

FHEH D27 F
http./www l.ecert.cov.hk/root/root ca 3 x gsca 13 pem.crt

3 LREHRITUE TS Root CA3 K& HIH 4 il 1% "Hongkong Post e-Cert EV SSL
CA3-17" F#HHMbH47T:

http/www l.ecert.gov.hk/root/ecert ev ssl ca 3-17 pem.crt
LFEHIRIF I T3 GlobalSign Root CA - R3 #4938 X i 13 "Hongkong Post Root
CA 3",

F#EH G40 T
http/www l.ecert. gov.hk/root/root ca 3 x gsca r3 pem.crt



https://www.ecert.gov.hk/tc/sc/index_sc.html
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt

LIRS (Rlflds) HIFTER —nginx PR Ay

D. ZzEfiRaiE+

L R EATT B BRI ER | P A p s i T C BRI IR 7 R EI =Mk
PRIEEH 2T H] nginx ARG H XN (RIEAF RS, HREgEm
REAPIAAL )

4
a) ZEEHH4EIE “Hongkong Post e-Cert SSL CA 3 - 17” 25k [ B FAEH
(A fR23) :

/etc/nginx/ssl.key/myserver.key
/etc/nginx/ssl.crt/cert0000812104.cer
/etc/nginx/ssl.crt/ecert ssl ca 3-17 pem.crt
/etc/nginx/ssl.crt/root ca 3 x gsca r3 pem.crt

b) & HH4KIET “Hongkong Post e-Cert EV SSL CA 3 - 177 25k FIZEHIA
IEETFIER (AR -

/etc/nginx/ssl.key/myserver.key
/etc/nginx/ssl.crt/cert0000812104.cer
/etc/nginx/ssl.crt/ecert ev _ssl ca 3-17 pem.crt
/etc/nginx/ssl.crt/root ca 3 x gsca r3 pem.crt

2. #3 nginx FARSENEBAZEER (B0 Jete/nginx/ssl.ert)) K,
IRE T HRFF N LA 382 W/ E— A8 vh 4Rk 5 J 52 SXOIE ik 5
BERYZE (myserver hkpostca.crt)o

flan:
a) LM IIET “Hongkong Post e-Cert SSL CA 3 - 17” 22 K [ FIE+
(fAlfR#%) -

cat cert0000812104.cer ecert ssl ca 3-17 pem.crt
root ca 3 x gsca r3 pem.crt > myserver hkpostca.crt

b) ZHE P4 “Hongkong Post e-Cert EV SSL CA 3 - 177 25k [f) 3E{8
WIERFIEH (FRE -

cat cert0000812104.cer ecert ev ssl ca 3-17 pem.crt
root ca 3 x gsca r3 pem.crt > myserver hkpostca.crt

3. F U4 5 2% 4T JF nginx HTTPS fic & SO % (5 4 -

/ete/nginx/nginx.conf).



LIRS (Rlflds) HIFTER —nginx PR Ay

4. KGR HTTPS server XBR, SRJE R DM A X B A B AR 805E
IR BEAFAE, 16 AT L

# HTTPS server

server {
listen 443 ss1;
server_name myserver.com;

ssl_certificate ssl.crt/myserver_hkpostca.crt;
ssl_certificate key ssl.crt/myserver.key;

5. MlAFAR T RBIT ST AR

6. THRTTHRIALL FELEH RS ER nginx ffkds.  (RGEAF RS,
TR ATREA T AN - )

systemctl stop nginx

systemctl start nginx
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